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Abstract: The unbalanced development status of network security was introduced. The main hazards and the me-
chanism model of penetration testing were described, and the inherent shortcomings of many existing traditional de-
fense methods were analyzed. However, new method of the mimic defense model makes the attack information ob-
tained invalid by dynamically selecting the executive set and adaptively changing the system composition. The same

attack mode is difficult to be maintained or reproduced. Based on the attack chain model, the traditional defense
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technology and mimic defense technology were analyzed and compared, and it was demonstrated that it had a protec-

tive role in multiple stages of the attack chain. Finally, the effectiveness and superiority of the mimic defense was ve-

rified by experiments, and the model was summarized and prospected.
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